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Nurse fatigue a ‘huge’ threat to
patient safety, but can be addressed
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Boothman cites the infamous
case of a highly regarded obstetrics
nurse at St. Mary’s Hospital in
Madison, WI. In 2007, she worked
her regular eight-hour shift on July
4 and volunteered to work an extra
shift that same day. Scheduled for
a 7 a.m. shift on July 5, she slept at
the hospital at the end of the two
shifts. During the second half of that
July 5 shift, the nurse mistakenly
gave intravenous bupivacaine
(Marcaine, Sensorcaine) to a 16-yearold scheduled for induction of
labor. The anesthetic, intended for
epidural administration, had not
been ordered. She was supposed to
have given intravenous penicillin
that had been prescribed to treat a
streptococcal infection. The woman
died from cardiac arrest, but her baby
lived.
The nurse was charged initially
with a felony, “criminal neglect of a
patient causing great bodily harm,”
but was allowed to plead no contest
to two misdemeanors. The Wisconsin
Board of Nursing suspended her
license for nine months, and she lost
her job.
“Most of us in the business
thought that treatment was
incredibly unfair,” Boothman says.
“The hospital dangled financial
incentives for her to work back-toback or really long shifts.”
The hospital determined that
fatigue was one cause of the error,

and it implemented a policy to
limit hours worked. It also took
several steps to improve the safety
of medication administration, St.
Mary’s reports. (For more on the
incident and the hospital’s response, see
the story “Shaping systems for better
behavioral choices: Lessons learned
from a fatal medication error,” Joint
Commission Journal on Patient
Safety and Quality, April 2010, p.
152.)

Comparable to alcohol
Risk managers must convince
hospital leaders to see nurse fatigue
as a patient safety risk, rather than
a budgetary or human resources
problem, Boothman says. Staffing
ratios and scheduling should
always factor patient safety into the
decision-making process, he says.
“We’ve had blinders on about
this for a long time,” Boothman
says. “Ironically, part of the problem
is brought on by the caregivers,
because they seem so dedicated that
they often put their own health and
concerns off to the side.”
Naturally, the problem is more
common and more serious in those
settings that provide patient care 24
hours per day or those that require
mandatory overtime, says Robin
Diamond, MSN, JD, RN, senior
vice president of patient safety and
risk management at The Doctors
Company, a malpractice insurer

EXECUTIVE SUMMARY
Nurse and staff member fatigue increasingly is recognized as a significant
threat to patient safety. Risk managers should adopt strategies to reduce
fatigue caused by scheduling, overtime, and excessive workloads.
• High turnover rates among nurses can indicate fatigue risks.
• Hospital culture must encourage staff to admit fatigue and to report
fatigue in others.
• Creative scheduling can reduce nurse fatigue.
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based in Napa, CA. But any setting is
affected if staff are fatigued, whether
it’s by work schedules or a new baby
at home, she says. The risk comes
from attention lapses, inability
to focus, slow reaction time, and
confusion.
“Objective recordings by
polysomnographic recorders verify
that nurses, air traffic controllers,
and even commercial truck drivers
regularly fall asleep during night
shifts,” Diamond says. “Research
has shown a significant relationship
between sleep in the prior 24 hours
and the risk of making an error. Some
studies are comparing impairment
to blood alcohol content, suggesting
that a nurse awake for 19 hours is
the same as having a blood alcohol
content of 0.05%.”
According to a study by Australian
researchers, there is a 3.4% chance
of an error occurring when nurses
obtain six hours or less of sleep
during a 24-hour period. This
number might sound small, but Bette
McNee, health and human services
technical specialist with The Graham
Company, a healthcare consulting
firm in Philadelphia, PA, makes this
point: If an average teaching hospital
has 1,000 nursing shifts per day,
this error percentage equals 34 daily
errors. Over a year, that’s more than
12,000 patients whose care is at risk
because nurses aren’t getting adequate
sleep. (An abstract of the study is
available online at http://www.ncbi.
nlm.nih.gov/pubmed/16099184.)
“The most important thing a
hospital can do is to create a culture
that allows a nurse to say that he or
she is tired and needs to take a short
nap or a walk outside — a culture
where the nurse doesn’t worry about
reprimand or disciplinary action for
recognizing their own limitations,”
McNee says.
A punitive atmosphere will

drive fatigue issues underground,
says Brandi Crow, BSN, RN, who
worked until recently as associate
chief nursing officer at a major
hospital and is now clinical analyst
with MD Buyline, a company based
in Dallas that provides information
to make technology decisions. She
recalls incidents in which a nurse
and a physician were routinely too
fatigued to provide safe care.
“We found that coworkers,
everyone around these two
individuals in their department, were
really hesitant to report or confront
the behavior,” she says. “We knew
right then that we were going to
develop more trust about reporting.
Every risk manager knows that the
amount of good you can do depends
on how much people are willing to
report issues.”
One strategy Crow used was to
encourage nurses to buddy up during
their shifts so they could watch each
other for signs of fatigue and suggest
a remedy. Pairing up makes them
accountable to each other, she notes.

Rick managers must lead
Diamond says risk managers
should assess the organization for
fatigue-related risks such as understaffing, consecutive shift work, and
policies that encourage overtime.
A fatigue management plan should
include education of staff about
the effects of fatigue and good
sleep hygiene, as well as making it
a responsibility for staff members
to intervene when they notice a
colleague suffering from effects of
fatigue.
Research has demonstrated that
specific strategies work to revive a
fatigued employee, Diamond says.
The other person should engage
the fatigued employee in active
conversations, lead him or her into
physical activity, and encourage

strategic caffeine intake. Caffeine
typically takes about half an hour
to kick in, so a cup of coffee might
be best before a nap, not after. The
hospital also should provide areas
for nurses to nap, with ear plugs and
eye masks, just as many facilities do
for physicians, Diamond says. (See
the story on p. 28 for more advice on
addressing fatigue in the workplace. See
the story on p. 29 for how refrigerator
alarms contribute to fatigue.)
“It also is important to provide
opportunities for staff to express
concern about fatigue,” Diamond
says. “Collect data on work hours,
scheduling, absenteeism, workers’
comp, job satisfaction, and adverse
events. Always analyze fatigue when
evaluating adverse events.”
Boothman notes that the turnover
rate can be a measure of how much
fatigue is threatening patient safety.
More than income, nurses tend to
choose employment based on quality
of life and satisfaction that they
are helping their patients, he says.
“Where people are asked to do too
much with too little, you will see
nurses moving in droves to other
organizations,” he says. “That can be
a major red flag, so the risk manager
should always keep a finger on the
pulse of the hospital’s nurse turnover
rate. It’s the best indicator of how
happy your nurses are, and fatigue has
a big effect on job satisfaction.” (See
the story on p. 28 for information on
how fatigue also can be a compliance
issue.)
Creative scheduling can greatly
reduce nurse fatigue, says Lydia
L. Forsythe, PhD, MA, MSN,
RN, CNOR, an adjunct faculty
member for the master of science
in nursing (MSN) and doctor of
nursing practice (DNP) programs
at Kaplan University School of
Nursing in Oklahoma City. Options
include providing four-hour shifts,
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providing two-hour bonus shifts, and
prohibiting 12-hour shifts or any
back-to-back shifts.
“Hospitals get stuck in the
traditional way of thinking about
scheduling, and it takes a really
tenacious person to advocate for
something that might sound radical
but actually works out better for
both nurses and patients,” Forsythe
says. “We also have to plan for
the predictable spikes in patient
population, like flu season. If you
don’t schedule for that, you end up

needing people to work overtime and
more shifts.”
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Staff fatigue can be a compliance risk, too

M

any healthcare leaders don’t
realize that, in addition to
threatening patient safety, nurse
fatigue is also a compliance risk, notes
CEO Nick Merkin of Compliagent,
a compliance consulting firm in Los
Angeles.
In many states, certain healthcare
facilities are required to maintain
minimum staffing levels as a ratio
of nursing hours per patient day, or
other metrics, as a matter of state
regulation, Merkin explains. The
necessary calculations for making
this determination are not so easy,
however, as they might fluctuate
depending on the acuity level of
the patients under medical care that
day, the skillset of the nurses on the
floor at any given time, and many
other variables. It takes real expertise
to take all the relevant factors into
consideration, give them appropriate

weight, and have the right nursing
resources in place and ready to deploy
on short notice, Merkin says.
“The issue of fatigue is often
brought up as a complaint from the
nursing staff. Much of the concern
seems to come from a perception
from the nurses that their healthcare
facilities are understaffed, shifts are
too long, or that the rest periods
during shifts are too brief,” he
says. “And as a result of the current
financial stresses within the healthcare
industry, the problem will only
become more acute as providers are
under more and more pressure to cut
staffing costs.”
Hitting the right balance with
staffing and scheduling can be a
challenge. The consequences of
making the wrong call in this context
can be severe, Merkin notes. On
one hand, overstaffing is obviously

expensive and is going to cut deeply
into a healthcare provider’s bottom
line. On the other hand, understaffing
can result in government enforcement
actions carrying fines, penalties,
malpractice suits, and class actions
against healthcare facilities and
managers.
“There are plaintiffs lawyers out
there who literally are making a
career out of identifying areas of
alleged nursing fatigue caused by
understaffing and leading to poor
patient outcomes,” Merkin says.
“Healthcare providers who are
not prepared from a compliance
perspective are facing serious
regulatory and financial risk.”
SOURCE

Nick Merkin, CEO, Compliagent,
Los Angeles. Email: nmerkin@
compliagent.com.

n

Eight tips for addressing nurse fatigue

T

hese tips for combatting nurse
fatigue come from Bette
McNee, health and human services
technical specialist with The Graham
Company, a healthcare consulting
firm in Philadelphia, PA:
• Consider not having 12-hour
shifts. Try 12-hour days with two
28
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six-hour shifts through the night
to break up the work, or at least
schedule the 12-hour shift in the
daytime.
• Consider your timing. Don’t
have staff meetings at 7:30 a.m. Don’t
schedule meetings or parties after
long shifts, forcing your staff to stay
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awake longer than they should.
• Create staffing thresholds.
Allow no more than two consecutive
12-hour shifts and no more than four
or five days straight without a day
off. Weekly overtime hours should be
allowed sparingly.
• Consider four-hour block

staffing. Pool and per diem staff
might be more amenable to multiple
four-hour shifts instead of fewer
eight-hour shifts. Similarly, staff
members might prefer taking two
four-hour holiday breaks rather than
one day off.
• Share health promotion and
wellness education materials.
Nurses, and particularly nurse
managers, can’t correct fatigue-

inducing habits if they don’t realize
the connection. Provide your nurses
with materials that help them learn
and implement good sleep and
holiday stress practices.
• Create rest spots. This rest spot
doesn’t have to be a room complete
with beds and pillows. You can make
a difference by providing a quiet,
comfortable area where nursing staff
members can take a 15- or 20-minute

power nap to recharge mental
alertness for the remainder of their
shifts.
• Serve free coffee. The traditional
pick-me-up does work to improve
alertness, so free coffee is a small way
to make a significant improvement.
• Encourage exercise. A few
minutes on a treadmill or exercise
bike can increase alertness and
attention. n

Refrigerator alarms can wear on staff

M

edical device alarms aren’t the
only technology contributing
to fatigue among nurses. Refrigerator
alarms contribute to physical fatigue
and alarm fatigue, says Brian
Balboni, CEO of Primex Wireless,
a company in Lake Geneva, WI,
that provides wireless monitoring
technology.
The Joint Commission requires
hospitals to monitor and log the
temperature of refrigerators used to
store everything from medications
and IV solutions to nutritionals,
such as juices, Balboni notes. If
the hospital is using standard data
loggers, someone (almost always a
nurse) must check the temperature on
each data logger a minimum of twice
a day and enter the reading on a log
sheet.

“That means a nurse who already
may not even have five minutes to
grab a bite to eat must leave his or
her patients to take on this additional
task,” Balboni says.
In addition, someone — again,
usually a nurse — periodically will
have to download the data from
the data logger somehow to get the
reports that the hospital needs to
submit to The Joint Commission.
“Where it really gets crazy is if a
temperature reading goes out of
range between visits, it will normally
set off a local alarm,” Balboni says.
“That alarm’s only purpose is to tell
the nurse to contact maintenance
immediately — yet another task that
isn’t exactly working at the top of a
nurse’s license.”
A monitoring system that

eliminates the need for manual
logging and alarms can be a better
solution, he says. The system will log
the data electronically as well as send
an automatic email, text, or phone
alert directly to the person who is
responsible for fixing the situation if a
refrigerator goes out of range.
This method removes the need for
the local alarm, helping reduce alarm
fatigue and the risk of spoilage while
eliminating additional, non-clinical
work for nurses. Direct, alarm-free
notification also can contribute
to higher Hospital Consumer
Assessment of Healthcare Providers
and Systems (HCAHPS) patient
satisfaction scores around Question 9
regarding how often the area around
the room was quiet at night, Balboni
notes. n

Workers’ comp claims expected to decrease in 2015

T

here’s good news if the cost of
workers’ comp claims has been a
problem at your hospital. The latest
outlook calls for claims to decrease
this year, which continues a trend
over the past decade.
The second Health Care Workers
Compensation Barometer report
from Aon Risk Solutions in Atlanta
explores trends in frequency, severity,
and overall loss rates related to
workers’ compensation for about

1,150 U.S. healthcare facilities.
The 2014 report projects workers’
compensation loss rates will continue
to decrease 1% annually.
The report also shows frequency
of workers’ compensation claims
has been slowly and consistently
decreasing over the past decade at the
same 1% level, while claim severity
has been slowly increasing at a rate of
2% per year, says Martha Bronson,
ASA, MAAA, associate director and

actuary in Aon Risk Solutions’ Global
Risk Consulting practice in Radnor,
PA.
The report also analyzes survey
data highlighting the specific concerns
and issues that the healthcare industry
faces. Patient management, including
handling and lifting, has been
identified as the number one concern
by risk managers as it accounts for
one-third of all claims and has the
highest average indemnity payment
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out of all causes of loss.
Patient handling is still the biggest
concern for risk managers when
it comes to workers’ comp claims,
Bronson says.
“Across the board, frequency is
going down, and that’s a positive
for risk managers,” Bronson says.
“Severity is either holding steady
or rising slightly in some states,
but I think that’s mainly because of
inflation, the cost of care going up.”
The decline in frequency might
be attributed to a better awareness
that patient handling is a risk to
employees, Bronson says. More
hospitals are making use of safety
committees and utilizing lifting
devices and other strategies for
reducing the risk from patient
handling, she says.
Other noteworthy key findings
from Aon’s report include:
• Ninety percent of survey
respondents have a return-to-work
program, but only 65% have metrics
in place to test the effectiveness of the
program.
• Ninety-five percent of survey
respondents have a formal safety
committee.
• Seventeen percent of survey
respondents have a safety incentive
program in place.

EXECUTIVE SUMMARY
New information on workers’ compensation claims in healthcare predicts
that claims will drop in 2015. Most hospitals have a return-to-work program
but don’t measure its effectiveness.
• The drop continues a trend from the past 10 years.
• Most hospitals don’t have a safety incentive program.
• Sixty percent of nurses worry that their job is negatively affecting their
health.

• For the 2015 accident year,
Aon projects that healthcare facilities
will experience an annual loss rate
of $0.75 per $100 of payroll. This
projection applies at the countrywide level and is made assuming a
$500,000 per occurrence limit.
• Among the 11 states profiled
within the report, California has the
highest projected loss rate for 2015
at $2.18. Tennessee has the lowest
projected loss rate for 2015 at $0.48.
• Home healthcare aides have
the highest average indemnity cost
among healthcare-related workers’
compensation claims.
In addition to survey data, the
2014 report examines other workers’
compensation trends in the healthcare
industry, including claim frequency
and severity by department and
occupation. For the first time, the
report analyzes the department and

occupation fields within claim data
to measure the relative frequency and
severity of claims by department and
occupation, separately.
The report also examines historical
trends by state, providing statistical
information on historical frequency,
severity, and overall loss rates specific
to 11 states: California, Florida,
Kentucky, Maryland, Missouri, New
Jersey, New York, Pennsylvania, South
Carolina, Tennessee, and Virginia.
(The full report is available online at
http://bit.ly/1CeyS2N. You must provide
contact information to gain access.)
SOURCES
Martha Bronson, ASA, MAAA, Associate
Director and Actuary, Aon Risk
Solutions, Global Risk Consulting
Practice, Radnor, PA. Telephone:
(615) 881-2679. Email: Martha.
bronson@aon.com.

Injuries are a constant worry for nurses

S

ixty percent of nurses worry that
their job is negatively impacting
their overall health, and one in 10
nurses were injured on the job in the
past year. The report from Ergotron
Healthcare, a company in St. Paul,
MN, that sells ergonomic equipment
to support digital activities in
healthcare, also suggests that nurses’
performance is harmed by physical
discomfort.
The report, How Digital Healthcare
Helps and Hurts Nurses, notes that
30
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when asked about the effects of
injuries or discomfort, 22% of
nurse respondents said they are
less friendly or engaging with their
patients. Another 22% said they
have to modify or limit their activity
or movement on the job. Seventeen
percent said they are distracted, and
14% said they needed more assistance
from other staff members. Twentyfive percent did not cite specific
effects.
Nurse injuries have been well
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documented, but what is often not
addressed is how their injuries and
physical discomfort directly affects
patient care, says Steve Reinecke,
MT (CLS), CPHIMS, assistant vice
president at Ergotron Healthcare.
When asked what they would
change in their work environment to
support the prevention of discomfort,
pain, or injury to themselves and
fellow nurses, 54% of the nurses in
the Ergotron survey said they would
increase nursing staff to alleviate

workloads, 28% would instate a
dedicated ergonomics team to help
ensure equipment is ergonomically
supportive to the staff, and 28%
would redesign the physical space
within patient rooms and on floors
to better align with clinical workflow
and patient needs. In addition, 25%
would update the furniture at the
nursing station, 24% would update
medical equipment and furniture
in the patient room, and 22%
would implement more point-ofcare solutions throughout the floor.
Respondents could choose more than
one answer.
Ill effects from injuries and
discomfort in the workplace can fly
under the radar until they turn into

a costly workers’ comp claim, warns
Joe Paduda, principal of Health
Strategy Associates, a consulting
firm in Madison, CT, specializing
in managed care for workers’
compensation and group health.
Individual claims also can seem
routine and relatively inexpensive, but
if not managed well, they can turn
into a significant liability.
“If anything points out the
challenge faced by risk managers
— with frequency declining and
severity seemingly under control —
it’s how to get senior management’s
attention when it appears things are
going along quite nicely,” Paduda
says. “The key is to identify those
creeping catastrophics, the claims that

seem to move along nicely, before
veering off into the never-never land
of opioids, permanent disability, and
no resolution in sight. These are the
anecdotal examples likely to generate
a visceral response on the part of
CFOs, a response that will provide
the impetus needed to better manage
these risks.”
SOURCES
Joe Paduda, Principal, Health Strategy
Associates, Madison, CT. Email:
jpaduda@healthstrategyassoc.com.
Steve Reinecke, MT (CLS), CPHIMS,
Assistant Vice President, Ergotron
Healthcare, St. Paul, MN. Email:
sreinecke@ergotron.com.
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Infusion pumps are weak link in data security

C

yber security experts and
healthcare leaders are warning
that the biggest threat to your
hospital system’s data security might
be one of the most innocuous,
seemingly harmless devices that
doesn’t even appear to have anything
to do with your computer system: the
infusion pump.
The simple infusion pump poses
a grave threat to system security, says
Linda Zdon, director of information
security and compliance at Allina,
a 12-hospital health system based
in Minneapolis. Allina spotted the
issue during implementation of
new infusion pumps recently, when
engineers realized the pumps had
little security but were connected to
the rest of the hospital’s computer
system.
“Our network engineers raised
some concerns to our security
engineers that there could be a
weakness with the infusion pumps,”
Zdon says. “Infusion pumps are
much smarter than they used to be.
Five or 10 years ago they were barely

computerized, but now they are minicomputers connected by a wireless
network so that data can be pushed to
them and data can be harvested from
them.”
Infusion pumps are ubiquitous
because almost every hospital patient
uses them at some point, Zdon says.
Allina has at least 3,000 across the
system, she says. Allina has been
working with the National Institute
of Standards and Technology (NIST)
in Gaithersburg, MD, to develop
a “use case,” which is a form of
technical analysis, for wireless pumps.
The goal is to develop new standards
to harden medical devices against
cyberattacks and computer viruses.

The American Hospital
Association sent a letter to the
Food and Drug Administration
in November 2014 urging the
federal government to hold device
manufacturers accountable for
cybersecurity. In December, NIST
warned healthcare providers of the
cyber risks from infusion pumps and
noted that “[w]hile this technology
has created more powerful tools and
improved health care, it has led to
additional risks in safety and security.”
(See the story on p. 32 for more on the
NIST warning.)
The digitation of medical
records and value of personal health
information (PHI) on the black

EXECUTIVE SUMMARY
Infusion pumps pose a major risk to data security in healthcare facilities. The
wireless connection to the pump often can be used to access the computer
system.
• The pumps are much more computerized than in the past.
• Infusion pumps from the same vendor have the same login and password.
• Risk managers should demand improvements from vendors.
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market makes the healthcare industry
particularly vulnerable to data
breaches, notes Michael Bruemmer,
vice president of Experian Data
Breach Resolution in Austin, TX. In
fact, the healthcare sector represented
about 42% of all major data breaches
in 2014 alone, he says. He expects to
see that percentage grow.
“In order to protect patient data
and avoid hefty regulator fines, the
industry needs to come up with
a stronger solution to improve
its cybersecurity strategies and be
prepared for the likelihood of a data
breach,” Bruemmer says. “This means
conducting frequent security training
with employees, investing in the most
up-to-date security technologies, and
having a strong data breach response
plan in place so a company can
react immediately when a breach is
discovered.” (For more on cyber security
and response to a data breach, see
Healthcare Risk Management, August
2014, pp. 78-81.)
Addressing the risk can be
challenging because vendors are more
focused on the pump itself and offer
little help with securing the network
that the pump is connected to, Zdon
says. Risk managers will have to work
with their own network engineers to
secure the network, with some input
from the vendor, she says.
One difficulty is that infusion
pumps from the same company have
a single password for every pump
across the country, Zdon says. That
universal password makes it difficult

to secure the unit itself from hackers,
which practically eliminates the first
step that any network engineer would
want to take, she explains. But it also
would not be practical for even every
infusion pump in a facility to have its
own unique password.
“We need to work with vendors
to make the security of the individual
devices better, but on the other hand
if they make the security really good,
at some point the device becomes
almost unusable,” Zdon explains. “It’s
a balancing act.”
In the past, the IT department
at healthcare facilities has not been
responsible for managing infusion
pumps because they were not
computerized in a significant way,
Zdon notes. Medical device managers
or bioengineers were more likely to
be responsible. Now, Zdon says, the
risk manager might need to get both
departments together to develop a
security plan for infusion pumps.
Infusion pumps are a good
example of companies trading
easy access for security, says Sergio
Galindo, president of GFI Software
in Durham, NC, and a former
hacker himself. He notes how often
major software companies such as
Microsoft and Adobe issue security
fixes for their products, but infusion
pumps have a similar underlying
operating system that is rarely, if ever,
updated. “Even if the infusion pumps
need only a tenth of the security
patches that Microsoft issues, there
still should be significant updates

that could respond to bugs or new
developments in what hackers are
doing,” he says. “Hospitals need to
put pressure on the vendors to treat
these devices like the computers they
are and not let them get away with
saying they’re just infusion pumps
and not computers.”
Before signing contracts with an
infusion pump vendor, the hospital
should require an explanation of
how the vendor will issue updates,
who they will go to at the hospital,
and how the hospital’s engineers can
receive help from the vendor to secure
the infusion pump network, Galindo
says.
“One good strategy is to bring
in an IT tester, sometimes called a
‘white hat,’ and have them go around
the hospital to see what they can
access,” Galindo suggests. “Whether
its infusion pumps, Wi-Fi, or a device
that is broadcasting information that
it shouldn’t, a person with the same
skills as a hacker can find your weak
points.”
SOURCES
Michael Bruemmer, Vice President,
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Security and Compliance, Allina,
Minneapolis. Email: linda.zdon@
allina.com.

n

NIST explains why infusion pumps are weak link

T

he National Institute of
Standards and Technology
(NIST) in Gaithersburg, MD,
recently issued a report on the
security risk from infusion pumps.
These are some excerpts from the
report:
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• Today, infusion pumps are
usually connected to a wireless
network. The network allows the
pump to connect to a backend server
to collect metadata, and it permits
wireless updating of drug libraries
and firmware. In some cases, the
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network also allows interaction
between the pump and the electronic
health record for one-way or twoway communication. Additionally,
infusion pump vendors can log in
remotely to troubleshoot and collect
data on the pumps.

• Now that infusion pumps are
network-enabled, they can be hacked
by third parties or, like other medical
devices with operating systems and
software that connect them to a
network, infected by malware, which
can cause them to malfunction or
operate differently than originally
intended.
• Traditional security scan
techniques can adversely affect the
devices. Manufacturers often consider
upgrades to software as a change to

the device itself that requires further
certification, such as Food and
Drug Administration (FDA) 510(k)
clearance.
Even though FDA officials have
said it is not necessary to go through
recertification, manufacturers are
reluctant to make upgrades without
further testing the devices.
• Manufacturers do not want to
retest because the devices’ internal
processes are costly and unmodifiable.
There is no streamlined process for

testing upgrades or performing partial
testing. Manufacturers must perform
the full suite of tests regardless of the
type of change.
• Most infusion pumps have
maintenance and clinical-use
usernames and passwords that are
hard-coded. This system creates
security problems, such as an inability
to revoke access codes when an
employee leaves the hospital.
The full NIST report is available at
http://tinyurl.com/m5eaqav. n

Anthem breach traced to admin’s stolen login

T

he data breach at Anthem, one
of the country’s most prominent
health insurers, is thought to be the
largest healthcare data breach in
history by a wide margin. The insurer
is reporting that the breach affecting
80 million people was traced to the
theft of an administrator’s login key
and password.
The information stolen from
the insurer giant includes names,
birthdays, medical identifications,
Social Security numbers, street
addresses, e-mail addresses, and
employment information, including
income data, Anthem announced.
The compromised database contained
up to 80 million customer records.
Anthem said the breach resulted
from a “very sophisticated external
cyberattack,” and initial suspicions
fell on China. The data were not
encrypted.
Formerly known as Wellpoint,
Anthem is the second-largest health
insurer in the United States. The
company operates plans including
Anthem Blue Cross, Anthem Blue
Cross and Blue Shield, Amerigroup,
and Healthlink.
Anthem’s investigation determined
the hackers somehow obtained the
credentials of five tech workers,
possibly through a “phishing” scheme

that could have tricked a worker into
unknowingly revealing a password
or downloading malicious software,
said spokeswoman Kristin Binns.
The company found unauthorized
data queries with similar hallmarks as
early as Dec. 10, and they continued
sporadically until Jan. 27. Attempts
also might have been made earlier in
2014, she said.
Anthem officials discovered
the breach itself and announced
it only a few days afterward. That
timetable is not typical, and it shows
that companies are learning the
value of database monitoring and
disclosing a breach immediately, says
Ken Westin, a security analyst for
Tripwire, a company in Portland,
OR, that provides cyber security
services. Members of the Anthem
staff reported that they discovered the
breach when a system administrator
saw that his login credentials were
being used by someone else to access
the system.
“Once hackers are able to
compromise a few high-level
employee systems through a phishing
campaign either through malware
attachments or through a browser
exploit, gaining access to a user’s
database credentials would be trivial,”
Westin explains. “This would be

where the sophisticated malware
that is being reported by Anthem
would be utilized. If the malware
was designed specifically for this
attack, it would evade most anti-virus
products.”
A key weakness is that it
appears there were no additional
authentication mechanisms in place
beyond the administrator’s login and
password or key to prevent access to
the entire data warehouse, Westin
says. Anthem’s primary security sin
might not have been the lack of
encryption, but instead improper
access controls, he says.
Encryption is always advised for
protecting data even when a system is
breached, but Westin points out that
if the attackers had administratorlevel credentials, encryption would
have been moot anyway. The same
credentials that got the hackers into
the system would allow them to
decrypt the data. (See the story on p.
34 for more on how to prevent data
breaches.) “The Anthem case also
shows the importance of monitoring
database activity,” Westin says. “If the
admin had not noticed his credentials
were being used, it may have taken
longer for Anthem to respond, and
additional data could have been
compromised.” n
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Experts advise compliance not same as security

T

he data breach at Anthem
holds important lessons for risk
managers, say four cyber security
experts consulted by Healthcare Risk
Management.
The Anthem breach and other
recent incidents demonstrate that
“compliance does not equal security,”
says Ulf Mattsson, chief technology
officer at Protegrity, a Stamford,
CT-based provider of enterprise data
security software and services. “We
strongly urge healthcare organizations
to not only follow regulatory security
rules, but to go beyond them, as they
are just a baseline or minimum of
acceptable security.”
The sophistication of attacks
continues to grow, says Steve
Hultquist, chief evangelist at
RedSeal, a security analytics company
in Sunnyvale, CA. Attackers are using
increasingly powerful automation
to probe for and attack weaknesses
through the network of connected
systems. “Ensuring that the dizzying
complexity of modern networked
systems reflects the intended security
architecture and plan is impossible
without defensive automation that
both protects and analyzes those
defenses,” Hultquist says. “Without
daily analysis, organizations are

left hoping that their systems are
operating as they intend, and we’re
learning that any such hopes are in
vain.”
The information stolen from
Anthem includes key pieces of data
that can be used to access someone’s
financial records or steal a person’s
identity, notes Eric Chiu, president
and co-founder of HyTrust, the
cloud control company in Mountain
View, CA. “These type of attacks
are often extensive in terms of the
amount of information bad guys are
able to pilfer, because they typically
happen from the inside using
system administrator or employee
credentials,” he says. “Organizations
need to make security a top priority
and think of it as part of doing
business. Otherwise, we will continue
to see these breaches happen, and
consumers will continue to suffer
because of them.”
Martin Walter, senior director
at RedSeal, agrees that a breach of
a healthcare organization’s records
could be worse than a typical
company having credit card numbers
stolen by hackers. Compared to
credit card information, personally
identifiable information and Social
Security numbers are worth more

than 10 times more on the black
market, he explains.
“The interesting thing here
is comparing the value of this
information to the spending on
security in the healthcare sector,
which is disproportional. Credit
card information in retail tends to
be better protected than personally
identifiable information and Social
Security numbers in healthcare, even
though it’s less valuable in terms of
selling price,” Walter says. “It was
only a matter of time until hackers
found out that it’s much easier to go
after Social Security numbers and
personally identifiable information
with healthcare providers, which in
comparison spend significantly less
on security, making them tentatively
easier targets.”
SOURCES
•

Eric Chiu, President & Co-founder,
HyTrust, Mountain View, CA.
Telephone: (408) 776-1400.

•

Steve Hultquist, Chief Evangelist,
RedSeal, Sunnyvale, CA. Telephone:
(408) 776-1400.

•

Ulf Mattsson, Chief Technology
Officer, Protegrity, Stamford, CT.
Telephone: (203) 326-7200.

n

Settlement for misdiagnosing first U.S. Ebola patient

T

exas Presbyterian Hospital in
Dallas announced recently that it
has settled with the family of Thomas
Eric Duncan, the first Ebola patient
diagnosed in the United States.
“As part of the healing process,
we have again extended our sincere
apologies to the family and shared
our regret that the diagnosis of
Ebola Virus Disease was not made
at the time of Mr. Duncan’s initial
Emergency Department visit,”
34
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Texas Presbyterian Hospital said in a
statement.
In addition to a financial
settlement, the hospital will create a

charitable organization in Duncan’s
name. Neither party divulged the
amount of the settlement, but Texas
caps malpractice awards for pain

COMING IN FUTURE MONTHS
Health passports: Hidden
risks?
Reducing misplaced NG
tubes
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and suffering against a physician
at $250,000 and damages against
hospitals at $250,000 per hospital.
A representative for the Duncan
family at a press conference
announcing the settlement retracted
previous allegations that the patient
was treated poorly because of his
race. The hospital recently provided
information to The Washington

Post and said that the initial news
reports of Duncan’s first visit to
the emergency department were
misleading.
A hospital spokesman stated that
Duncan told staff members he had
been in Africa, not specifying West
Africa, which would have triggered
Ebola suspicions. In addition,
Duncan’s fever was not 103 degrees,

which is the threshold for Ebola
protocols, when he first arrived,
the spokesman said. His initial
temperature was 100.1 degrees, but
it rose to 103 degrees while he was
present, the hospital spokesman said.
(For more information on Ebola and
the Duncan case, see Healthcare Risk
Management, December 2014, pp.
121-129.) n

Malpractice suit filed in Joan Rivers’ death

M

elissa Rivers filed a malpractice
lawsuit recently against doctors
and the clinic where her mother, Joan
Rivers, died after a routine medical
procedure.
The lawsuit alleges doctors
mishandled the endoscopy and
performed a laryngoscopy on her
vocal cords without consent. It also
claims the doctor left the operating
room to avoid being caught.
“To put it mildly, we are not
just disappointed by the acts and
omissions leading to the death of
Joan Rivers, but we are outraged by
the lack of care and concern for Ms.
Rivers on the part of her treating
physicians and the endoscopy center
where the treatment was rendered,”

says a statement released by Rivers’
attorneys, Jeffrey Bloom, JD, and
Ben Rubinowitz, JD, both in New
York City.
The Centers for Medicare and
Medicaid Services (CMS) investigated
after the death and found the
Yorkville Endoscopy clinic made
several errors, including failing
to get informed consent for every
procedure performed and failing
to record Rivers’ weight before
the administration of sedation
medication. CMS also said the clinic
failed to keep proper medication
records and personnel took cell
phone photos of Rivers while she was
unconscious.
CMS announced on Jan. 9

that the clinic failed to correct the
deficiencies and would be banned
from receiving Medicare and
Medicaid reimbursement. “After a
careful review of the facts, Yorkville
Endoscopy L.L.C. no longer meets
the conditions of coverage for a
supplier of Ambulatory Surgical
Center (A.C.S.) services,” said
the letter from CMS. Medicare
and Medicaid participation was
terminated on Jan. 31.
Melissa Rivers said in a statement
that she filed the malpractice lawsuit
because “[t]he level of medical
mismanagement, incompetency,
disrespect and outrageous behavior
is shocking and frankly, almost
incomprehensible.” n

Manual helps to improve medication reconciliation

U

nintentional medication
discrepancies during transitions
in care pose a major threat to patient
safety, with up to 67% of inpatients
having at least one unexplained
discrepancy in their prescription
medication history at the time of
admission, according to the Society
of Hospital Medicine (SHM) in
Philadelphia.
One solution to this problem is
medication reconciliation. SHM
has developed a manual through
an Agency for Healthcare Research
and Quality grant to help hospitals

improve medication reconciliation
practices.
The Multi-Center Medication
Reconciliation Quality Improvement
Study (MARQUIS) identifies
best practices for medication

reconciliation processes throughout
admission, transfer, and discharge.
The MARQUIS Implementation
Manual is available for free on
the SHM website at http://www.
hospitalmedicine.org/MARQUIS. n
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